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 This joint presentation explores the increasing use of assurance maps built around the ‘3 Lines of
Defence’ combined assurance model.

 But, more importantly, using the assurance map information to build a comprehensive assurance
strategy.

Opening Remarks
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 NSW Government ‘Fit for the Future’ amalgamation brought two neighbouring councils together –
Queanbeyan mainly urban and Palerang rural.

 Transition arrangements posed significant risks to the new organisation.

 Needed to quickly:

o Assess both control environments.

o Work out relative strengths and weaknesses.

o Consider possible improvements – quick wins, medium-term, longer-term.

o Consider how to build a strong control environment by leveraging 1st Line, 2nd Line, and 3rd Line of
Defence assurance activities – pick the best.

o Minimise duplication of assurance activities – after all, both councils had similar assurance
activities.

o Assign improvement actions to 1st Line, 2nd Line, and 3rd Line of Defence assurance activities.

The QPRC Experience



The Institute of Internal Auditors suggests assurance mapping is:

‘A tool which visually presents all assurance activities of the organisation, both internal and external, 
as they apply to the organisation's risks.’

An assurance map document typically includes:

 Key risks associated with each function of the organisation.

 The controls employed to manage the risks.

 Evaluation of the controls.

 Classification of the controls within the ‘3 Lines of Defence’ model:

o Functions that own and manage risks – usually business units.

o Functions that oversee risks – assurance providers.

o Functions that provide independent assurance – independent assurance providers.

What is an assurance map?



Assurance Strategy – A strategy to make use of all assurance sources.

Ideally, all assurance mechanisms should be visible to senior management and the 
Audit Committee, including assessment of their effectiveness.

Purpose

 Coverage – Ensure there is assurance coverage against key risks.
 Comprehensiveness – Ensure there is a comprehensive risk and assurance process.
 Gap analysis – Identify assurance gaps and implement remediation actions.
 Effort – Minimise duplication of assurance effort.
 Cost – Minimise assurance cost.
 Stakeholders – Provide comfort to stakeholders there is the right amount of assurance activities – and 

they’re working.
 Understanding – Help to understand where overall risk and assurance roles and accountabilities reside.
 Skills – Identify skills required to deliver required assurance as a guide to resourcing.

What is an assurance strategy?



Assurance map

 Assesses effectiveness of the ‘3 Lines of Defence’.

 Identifies where assurance improvements can be made.

 Is generally one-dimensional and gives internal audit things to do – 3rd Line assurance.

Assurance strategy

 An assurance strategy goes further.

 Is multi-dimensional and defines potential improvements actions in terms of assurance activities and 
audit activities.

 Assigns responsibilities for assurance and audit activities to improve the control environment – these 
may be 1st Line or 2nd Line assurance activities, or 3rd Line audit internal audit activities.

Why an assurance strategy?



What is the ‘3 Lines of Defence’?

1st

Line of Defence
2nd

Line of Defence
3rd

Line of Defence
External Assurance

Own and manage risk Monitor risk Assure risk is managed External risk oversight

Real-time focus
Real-time focus and review of 

1st Line
Review of

1st Line and 2nd Line
Review of all

3 Lines of Defence

Review compliance and 
implement improvements

Confirm compliance and 
recommend improvements

Recommend improvements
Direct improvements be 

implemented

o Strategic planning.
o Business unit planning.
o Business reporting.
o Company internal control 

framework.
o Corporate policies and procedures.
o Business unit policies and 

procedures.
o Delegations.
o Financial management controls 

and reporting.
o Human resource management 

controls.
o Asset management controls.
o Project management methodology 

and controls.

o Company governance.
o Senior management committee.
o Risk management and risk 

registers.
o Compliance.
o Security.
o ICT security.
o Safety.
o Regulatory affairs.
o Privacy.
o Business continuity and business 

impact analysis.
o Project management office.
o Corporate quality management.
o Corporate performance reporting.
o Continuous control monitoring.

o Internal audit.
o Continuous auditing.

o Council.
o Council committees.
o Audit Risk and Improvement 

Committee.
o Implementation Advisory Group.
o External auditor.
o Ombudsman.
o NSW Office of Local Government.
o Regulators.



Strategic Objective

 Develop an assurance strategy to make use of all assurance sources.

Objectives

 Develop an assurance map built around a ‘3 Lines of Defence’ model to assess effectiveness of QPRC 
assurance activities.

 Provide informed assurance commentary to Council, Audit Risk and Improvement Committee, 
General Manager, and Senior Executives. 

 Guide future assurance and audit activities.

QPRC Objectives



 Develop a bespoke ‘3 Lines of Defence’ combined assurance model for QPRC.

 Identify QPRC activities and controls –included supporting structure, systems, policies, delegations, 

monitoring arrangements, etc.

 Develop an assurance map that evaluates control effectiveness.

 Identify areas where control effectiveness could be improved, and suggest how these areas may be 

better managed and controlled in the most efficient and effective way.

 Reduce duplication of assurance activities.

 Reduce assurance cost.

QPRC Scope



QPRC Methodology

Step 1 Identify ‘3 Lines of Defence’ and rate effectiveness

Step 2 Prepare assurance map

Step 3 Develop assurance and audit plan

Step 4 Implement improvement actions

Step 5 Periodically review and update the strategy



Business Unit Approach

The Council
Office of the 

General Manager

QPRCOrganisation-wide
Infrastructure 

Services

People, Process 
and Technology

Economic and 
Community 

Development

Environment, 
Planning and 
Development

Note: QPRC has now implemented a revised corporate structure.



Assessing control effectiveness

Rating Description

Fully Effective Controls are fully effective at all times and circumstances.

Mostly Effective Controls are effective at almost all time and in almost all circumstances.

Reasonably Effective Controls operating as intended most of the time, few indications of deficiencies.

Somewhat Effective Controls are effective at least half the time and in at least half of applicable circumstances.

Slightly Effective Controls are effective less than half the time or in a minority of circumstances.

Not Effective No controls or existing controls are ineffective.



Example approach 1

Key Risk – The Council Identified Controls Controls Effectiveness 
Control Weaknesses and 
Improvement Suggestions 

The Council may not 
demonstrate sound 
governance on delivery of 
its responsibilities –
accountability, 
transparency, due 
diligence.

 Induction and training 
program for new 
Councillors.

 Publication of Council 
resolutions. 

 Briefings provided to 
Council.

 Meeting packs provided 
to Councillors.

 Council meetings open to 
public.

Mostly Effective
Training and induction offered to 
Councillors is not mandatory and 
has minimal uptake.
Suggested actions
 Finalise and implement 

induction and training program 
for new Councillors.

 Review QPRC governance and 
administration processes, and 
assess against good practice such 
as the CPA ‘Excellence in 
Governance for Local 
Government’, Governance 
Institute of Australia materials, 
and the APSC ‘Building Better 
Governance’. 



Example approach 2

Key Risk – People, Process 
and Technology

Identified Controls Controls Effectiveness 
Control Weaknesses and 
Improvement Suggestions 

Failure to meet resident 
expectations in a timely 
and effective manner.

 Electronic work flow and 
tracking system.

 Complaints Management 
Framework.

 Staff training.
 Customer Service Charter.

Reasonably Effective 
While mostly effective, the 
framework does not include 
formal KPIs on Customer Service 
Officers and their response to 
customer requests. Further, the 
Complaints Management Policy 
published on the QPRC website 
requires updating. 
Suggested actions
 Formalise KPIs for actioning 

resident requests and 
incorporate into the Customer 
Service Charter.

 Update Complaints Management 
Policy.

 Develop SLAs to support other 
QPRC functional areas.



What pops out the other end 1

Topic – People, Process and 
Technology

Key Risk Objective Proposed Method

Workforce management Failure to hire and retain 
specialist staff.

Review existing workforce 
management strategy for 
hiring and retaining 
specialist staff, including:
 Employment conditions.
 Workforce strategy.
 Workforce planning 

analysis .
 Graduate recruitment 

program.
 Organisational 

development committee.

Assurance activity



What pops out the other end 2

Topic – People, Process and 
Technology

Key Risk Objective Proposed Method

Complaint Management Failure to meet resident 
expectations in a timely and 
effective manner.

Provide assurance the 
Complaint Handling 
Framework and Customer 
Service Charter meets 
minimum performance and 
good practice requirements 
defined by:
 ISO 10002-2006 

‘Customer Feedback’.
 State, Territory and 

Commonwealth 
Ombudsmen and 
Commissioners reports.

 Office of Local 
Government better 
practice guidelines.

Review conformance with 
Customer Service Charter.

Internal audit engagement



 It’s not that complicated, provided you don’t over-engineer the process.

 It can provide greater assurance and improvement coverage – blend of ‘business as usual’ assurance
activities (1st Line and 2nd Line), together with internal audit activities (3rd Line).

 If you just prepare an assurance map, you’re missing a valuable opportunity.

Lessons for other Councils
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 Why we decided to create an assurance map.

 How we created it.

 What was the outcome.

 What the next steps are.

The Cessnock Experience



 Council’s Audit Committee has been asking for an assurance map for several years.

 While the theory is fine, I had always struggled with putting it into practice.

 The best place to start is to understand why we wanted an assurance map in the first place.

 Our main driver was to obtain additional assurance the Strategic Audit Plan was appropriately lined
up with our risks.

 In other words, are we spending our scarce internal audit resources in the right places?

 In Local Government, when I say scarce, I really mean scarce.

Why a Risk Assurance Map?



 The process became clearer once the objective was clear.

 The assurance map is built around the ‘3 Lines of Defence’ model, as already explained by Andrew.

 There is an IIA–Global position paper released in 2013, which is a really good reference, and was
attached to the Audit Committee report.

How we created our Risk Assurance Map



What did it look like?

Level of Assurance Currently Provided

Low 

Medium 

High 

 

Corporate Risk 
Risk Assessment 1st Line of Defence 

Operational  
Management 

2nd Line of Defence 
Risk Management, 
WHS and Compliance 

3rd Line of Defence 
Internal and External 
Audit 

Current Target 

1. Community Engagement (Customer 
Satisfaction): 

 Customer Dissatisfaction 

 Failure to Effectively Consult/Engage 

 Inaccurate/Misleading Information 
Medium 

(5) 
Low (3) 

Customer Service 
Strategy 
Customer Service 
Systems 
IAP2 and similar 
training 
Communication and 
Engagement Strategy 
Local Procedures 

 Customer Satisfaction 
Audit (2017/18) 

2. Asset/Infrastructure (Customer Satisfaction): 

 Structural Failure of Asset 

 Asset Deterioration Resulting In Out of Service 
Asset 

 Asset Doesn’t Meet Required Service Level 

 Non-Compliance With Standards or Codes  

High (9) 
Medium 

(6) 

Asset Inspections 
Renewal Programs 
Capital Upgrades 
 

Compliance Audits Roads Audit (2016/17) 

 



 The Risk Assurance Map helped us understand what our risks were, and what assurance is currently
being provided by the first and second lines.

 This gave us a better understanding of where the Strategic Audit Plan should be spending its
resources.

 The Strategic Audit Plan had already been done when we commenced the Assurance Map, but it
lined up very well.

 We did meet our objective, which was to ensure the Strategic Audit Plan is appropriately lined up
with our risks.

What was the outcome?



 Over the next 6 months, I will meet with the Level 1 and Level 2 assurance providers, so we capture
all assurance activities within the map.

 The updated map will be used in the development of our next Strategic Audit Plan.

 In other words, we will put the horse before the cart.

Next Steps



So, why do you need an assurance strategy?

It’s common sense if you want to:

 Coverage – Ensure there is assurance coverage against key organisation risks.

 Comprehensiveness – Ensure there is a comprehensive risk and assurance process.

 Gap analysis – Identify assurance gaps and implement remediation actions.

 Effort – Minimise duplication of assurance effort.

 Cost – Minimise assurance cost.

 Stakeholders – Provide comfort to stakeholders there is the right amount of assurance activities – and 
they’re working.

 Understanding – Help to understand where overall risk and assurance roles and accountabilities reside.

 Skills – Identify skills required to deliver required assurance as a guide to resourcing.

Otherwise, you’re pretty much blind about your assurance environment.

Closing Remarks


