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The cost of cybercrime 
“the greatest transfer of wealth in history”  

 
Cybercrime is the violation of laws involving the use of the Internet or telecommunication 

systems typically involving intrusions, identity theft, and/or fraud. 

► According to the Center for Strategic and 

International Studies’ report in : Cybercrime’s annual 

cost to the global economy is estimated at $445 

billion. 

► Report by the Council on Foreign Relations, the 

annual cost of cybercrime to the global economy is 

estimated to be between $114 billion and $1 trillion. 

► Australian Cyber Security Centre 2015 Threat Report 

references a cost in 2013 of $1 billion – that figure 

has only grown. 

► Major institutions investing very significantly. 

NSA Director General Keith Alexander  
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Today’s attackers are not opportunists: 

►They have significant funding, are patient and sophisticated 

►They target vulnerabilities in people and processes, as well as technology 

►They are constantly inventing new tools and techniques to get to the information they want 

►They are getting better at identifying gaps and unknown vulnerabilities 

Cyber threats are constantly evolving 
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Price of Australian credit card data on the dark web 

$25 
Australian Visa Classic and MasterCard 

$35 
Australian Premium Visa and MasterCard 

Figures are expressed in US Dollars 

Data from Underground Hacker Markets Annual Report, Dell SecureWorks, 2016  
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Price of US bank account credentials on the dark web 

Figures are expressed in US Dollars 

Data from Underground Hacker Markets Annual Report, Dell SecureWorks, 2016  

Account Balance 

$2,000 
Price on dark web 

$80 

Account Balance 

$1,000 
Price on dark web 

$40 
Account Balance 

$7,000 
Price on dark web 

$300 

Account Balance 

$4,000 
Price on dark web 

$150 

Account Balance 

$15,000 
Price on dark web 

$500 
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Price of US ‘Fullz’ on the dark web 

$15 

$65 

‘Fullz’ is a full set of PII, typically 
containing: 

► Name 

► Social Security Number 

► Date of birth 

► Billing address 

► Credit Card Number 

► Card Expiration Date 

► CSV 

Figures are expressed in US Dollars 

Data from Underground Hacker Markets Annual Report, Dell SecureWorks, 2016  
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Lower barriers to entry than ever before 

Figures are expressed in US Dollars 

Data from Underground Hacker Markets Annual Report, Dell SecureWorks, 2016  

$5 

Remote Access Trojan 

$80 

Crypters 

$100 

Exploit Kits 

► A remote access Trojan is malware 
that creates a backdoor for the 
attacker to gain administrative 
control over the device 

► A crypter is malware that prevents 
access to systems or data through 
encryption and demands a ransom 
to be unlocked 

► An exploit kit is a toolkit used to 
exploit security holes found in 
software applications 
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Everyone and every organisation is a target 

Certain circumstances can further significantly challenge data security and privacy 

► Mergers and acquisitions 
Corporate transactions change your IT infrastructure and processes and significantly impact your cyber risk profile  

► Entering new markets 
Different markets can impose different regulatory conditions on cyber security which may impact the effectiveness of 

your operations 

► New product launch 
Investments in R&D can be wasted if cyber criminals gain access to your IP – even if they don’t steal it, corrupting or 

copying your data can irreparably damage your brand 

► Front page news 
Just being well known can make you a target, and if you hit the headlines under difficult circumstances you can 

become the focus of revenge attacks 

► Major organisational change 
Information security relies on thoroughly robust mechanisms, total cooperation from your staff and a clear view of the 

risk landscape. Major organisational change can temporarily disrupt all of these 
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What are we seeing?     
Current attack trends 

1. Spearphishing 

► Most common vector of attack 

► Increasingly targeted and sophisticated – not “spray and pray” 

2. Ransomware 

► Bitcoin demands for decrypting of files 

► To pay or not to pay? 

3. Financial pretexting (the CEO email scam) 

► Fake email asking for money transfer 

► FBI: Cost businesses $2bn in 2014/2015 

4. Advanced persistent threats 

► State actor methodologies adopted by criminals   
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Average cost per record to the organisation  (for 
breaches of less than 100,000 records) 

Figures are expressed in US Dollars 

Data from 2015 Cost of Data Breach Study: Global Analysis, Ponemon Institute, 2015 

The cost is broken down into the following: 

► Direct expenses include: 

► engaging forensic experts 

► outsourcing hotline support  

► providing free credit monitoring subscriptions 

and discounts for future products and 

services.  

► Indirect costs include: 

► in-house investigations and communication 

► extrapolated value of customer loss resulting from 

turnover  

► diminished customer acquisition rates. 
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► Technology driving significant changes in 

operations, exposing customer data via digital 

channels 

► Extended supply chain – cyber criminals 

focus on weakest link 

► Historic business models has meant existing 

security capability relatively immature – lack 

of skills 

► Increased erosion of perimeter from third 

parties, social media and personal devices  

► Growing regulatory focus of ASIC & APRA 

► Rising level and sophistication of external 

threat  

► Cyber risk is outpacing organisations’ ability 

to keep up 

 

  

The challenge facing businesses today 
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Given the increasing cyber threat Boards  must move from “good to know” to “must act”.  So how? 

The shifting role for Board and CEO 

Identify 

Protect 
 

Respond 

Recover 

NIST Cyber 

Security 

Framework 

Detect 

► Understand and manage the cyber risk, do not just focus on 

cyber security improvements 

► Retain senior Security resources at the leadership level 

► Create an effective security management program that 

follows guidance from ASIC, APRA and ASD 

► Use of the NIST Cyber Security Framework to help measure 

maturity and capability – widespread acceptance in industry 
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1. Do you know what you have that others 
may want? Identify 

2. Do you know how your business plans will 
make them more vulnerable? Identify 

3. Do you know how these assets could be 
accessed or disrupted? Protect  

4. Do you know if you are being attacked and 
if these assets have been compromised? 
Detect 

5. Do you have a plan to respond to an attack 
to minimise the harm / impact? Respond & 
Recover 

Top 5 questions to challenge your cyber risk capability 
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Medium sized FS 
 People focus protect controls 

 Key asset protection only 

 Medium risk appetite 

 Response planning focus 

 Low investment - leverage insurance 
 

Large Global FS 
 Focus on technical protect controls 

 Broad asset protection 

 Low risk appetite 

 Heavy investment in detect & response 

 Large internal investments  

Medium size FS with digital focus  
 Focus on technical protect controls 

 Core asset protection 

 Low risk appetite 

 Investment in response 

 Dedicated internal investments  

Investment 

There are a spectrum of response 
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Questions & Answers 
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Further information 

See our full thought leadership report:  

Creating trust in the digital world – EY’s Global Information 

Security Survey 2015: www.ey.com/GISS2015  

 

View more of EY’s insights on cybersecurity on: 

www.ey.com/cybersecurity     

 

 

        Anthony Robinson 

        0428 720 310 

        anthony.robinson@au.ey.com 

http://www.ey.com/GISS2015
http://www.ey.com/cybersecurity
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About EY  

 

EY is a global leader in assurance, tax, transaction and advisory 

services. The insights and quality services we deliver help build trust 

and confidence in the capital markets and in economies the world 

over. We develop outstanding leaders who team to deliver on our 

promises to all of our stakeholders. In so doing, we play a critical role 

in building a better working world for our people, for our clients and 

for our communities. 

 

EY refers to the global organization, and may refer to one or more, of 

the member firms of Ernst & Young Global Limited, each of which is 

a separate legal entity. Ernst & Young Global Limited, a UK company 

limited by guarantee, does not provide services to clients. For more 

information about our organization, please visit ey.com. 
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This communication provides general information which is current at 

the time of production.  

The information contained in this communication does not constitute 

advice and should not be relied on as such. Professional advice 

should be sought prior to any action being taken in reliance on any of 

the information. Ernst & Young disclaims all responsibility and liability 

(including, without limitation, for any direct or indirect or 

consequential costs, loss or damage or loss of profits) arising from 

anything done or omitted to be done by any party in reliance, whether 

wholly or partially, on any of the information. Any party that relies on 

the information does so at its own risk. Liability limited by a scheme 

approved under Professional Standards Legislation. 
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