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Poll question 1

Who has or had an experience in providing assurance over 

culture?

• Yes

• No

• Somewhat

• Unsure



What is culture?

49.3 million hits 

on Google for 

organisational 

culture

3.4 million hits 

for definition 

of culture



What is culture? A regulatory perspective

Organisational 

Culture

Risk culture

“Risk culture refers, in simple terms, to an entity’s attitude to 

risk management. More particularly, it refers to the norms of 

behaviour for individuals and groups that shape the ability to 

identify, understand, openly discuss, escalate and act on an 

entity’s current and future challenges and risks. Risk culture is 

not separate to organisational culture but reflects the 

influence of organisational culture on how risks are managed.” 

- [Source: Information Paper: Transforming governance, 

culture, remuneration and accountability: APRA’s Approach, 

November 2019]



What is culture? A regulatory perspective



What is culture? A regulatory perspective

Royal Commission Inquiry in the financial services industry in Australia… Conduct of global players in both financial services and other industries…



Poll question 2

Do you think the internal audit function should play a role in 

reporting the state of an organisation’s culture? 

• Yes

• No

• Somewhat

• Unsure 



Agenda

1. The audit perspective to culture

• How internal audit can help management and the Board identify 

behavioural root causes of key issues

• Defining the cultural aspects that should be measured and 

articulated

2. Approach and strategies for embedding culture audits, and 

reporting on insights

3. Benefits and lessons learned in conducting culture audits



1. The audit perspective to culture

Why do we need to care about culture?

• Nudge employees toward the right behaviours

• Prevent bad things from happening

• Fulfill our regulatory obligations

Culture is the root cause of misconduct…

[Source: Based on the Fraud Triangle, 

developed by Donald Cressy]

“APRA 'risk 

culture' reviews to 

become the norm”  
AFR, September 2017

“The board is ultimately accountable, together with senior management, 

for the management of risk, whether financial or non-financial, and the 

outcomes that result from it. The entity’s risk culture will play a critical 

role in ensuring board-approved statements of appetite and policy 

are translated into practices that deliver sound prudential 

outcomes. Assessing risk culture will, therefore, be a core focus of 

APRA’s supervision activities, and aligns directly with APRA’s mandate.” –

[Source: Information Paper: Transforming governance, culture, 

remuneration and accountability: APRA’s Approach, November 2019]



1. Audit perspective to culture

The culture implications for boards and executives are increasing…

Boards and 
Executives

Internal 
Audit

Risk 
managers

Independent assessment 

and reporting of red flags 

against the cultural 

aspects / dimensions 

defined and set by the 

board and management

Measure, monitor and 

advise on culture

Define, influence, measure 

and monitor culture
1
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1. Audit perspective to culture

Cultural aspects / 
dimensions as defined 
by management and 

the Board

Internal audit’s scope 
and approach

Method to measure 
the benefit and 

effectiveness of the 
approach

Key components to internal audit’s assessment of culture…

Organisational 

culture or an aspect 

of it e.g. risk culture



Poll question 3

Do you believe internal auditors have the skills and capability to 

assess culture or an aspect of it - risk culture? 

• Yes, it’s part of what we do

• Yes, but will need upskilling and training

• No

• Unsure 



2. Approach and strategies 

Culture 
audits 

Build culture 
assessment in 
every audit 

Define culture 
as a specific 
auditable 
entity

Report insights 
to management 
and the Board

• Assess risk culture in each audit

• Complete a risk culture root cause analysis for each finding

• Risk culture will not be rated separately; the overall audit rating will 
incorporate the outcomes of the risk culture dimensions assessed.

• Commentary on risk culture will be a separate section in the Executive 
Summary

• Quarterly thematic reporting on the cultural aspects of the business 
units audited will be presented to management and the Audit 
Committee Risk.

• Conduct overarching organisational culture audit in addition to 
assessing risk culture in each audit for a holistic approach to auditing 
culture.

• Normally will involve interviews with senior management and leaders; 
survey to a broader group of employees; compare survey vs interview 
responses; use data analytics to identify trends and root causes.

Many aspects of risk culture are already assessed in audits.

Define your culture audit framework / method and train your audit team…



2. Approach and strategies 

Build the assessment of culture across the key stages of your audit

Planning

• Communicate to stakeholders 

that culture will be assessed, 

what to expect, etc. 

• Take the opportunity to promote 

your organisation’s defined 

norms and behaviours!

• Reaffirm by including risk culture 

assessment in your scoping 

document

• Conduct as part of every audit 

from planning stage

Fieldwork Reporting

• Use a standardised risk culture 

assessment tool developed as 

part of your culture audit method

• Record results and any 

anomalies along with comments 

during fieldwork

• Discuss results and overall 

conclusion in the assessment 

tool with the whole team involved 

in the audit, and your culture 

champion in your organisation (if 

one exists)

• Report material anomalies – as 

this is likely to be sensitive, it is 

important to consider the most 

effective methods for 

communicating findings to your 

stakeholders

• No hard and fast rule on this –

e.g. Is it subjective or objective? Is 

it a standalone issue or 

aggregation of issues? Needs to 

be judged on a case by case 

basis

• Decide what information will be 

presented in writing and verbally



2. Approach and strategies 

An example of a culture assessment tool
Risk culture maturity scale Developing Baseline Established Optimised Inspiring

Risk Understanding and 

Awareness

Minimal / no awareness of risk 

management. Risk management (RM) 

processes are performed on an ad-

hoc basis by specific individuals. 

Known issues / incidents however, 

not reported in Protecht. 

RM is applied inconsistently with 

limited standardisation. Some formal 

RM processes are in place where R&C 

team is involved. Some issues / 

incidents are self-reported in Protecht 

however remediation plan is limited / 

not in place.

RM is applied consistently across the 

business area. R&C team is involved 

across most of the key processes. All 

key issues / incidents are self-

reported in Protecht with 

remediation plan clearly articulated.

RM is consistently and fully 

implemented. RM processes are 

monitored and reviewed for 

continuous improvement. Key issues / 

incidents reported become the 

source for process improvement. 

Remediation plans are actively 

monitored to completion.

RM is proactively used for day to day 

decision making in pursuit of 

opportunities. Lessons learned from 

issues / incidents identified are 

proactively shared across relevant 

teams in the business areas. 

Repeated issues / incidents are 

monitored and actioned.

Openness and 

Transparency

General feeling of minimal / no 

transparency amongst the team. Staff 

do not generally feel encouraged to 

challenge the status quo.

Information is shared inconsistently 

and in a limited manner. There are 

pockets of "challenging the status 

quo" behaviour emerging.

Sharing of information is encouraged. 

Constructive challenge is considered 

the norm in team meetings / 

discussions.

Information is consistently shared. 

Team members are motivated to 

present and action new ideas.

Information is proactively shared. 

Various forums have been 

established to constructively 

challenge the status quo on a regular 

basis.

Accountability and 

Responsibility

Minimal / no accountability, "passing 

on the buck" attitude can be 

observed. Staff do not feel 

empowered and rely on leaders to 

make decisions.

Roles and responsibilities are 

inconsistently articulated and 

practised. Staff want to make 

decisions but find the need to rely on 

leaders.

Roles and responsibilities are clearly 

articulated and practised in most 

cases. Decision making is comfortably 

exercised by staff with some guidance 

needed.

Roles and responsibilities are 

consistently and fully understood and 

implemented. Staff are empowered 

to make decisions within their 

delegated authority limits with 

minimal guidance.

Proactive decision making within the 

team. Leaders openly accept mistakes 

and share learning to enable staff 

empowerment.

Responsiveness and 

Adaptability

Staff and leaders are reluctant to 

change their operations to changing 

requirements. Staff tend not to ask 

for help.

Staff and leaders are generally 

reactive in responding to changes. 

Staff inconsistently ask for guidance 

and help.

Team consistently manages risk 

across the processes. Staff generally 

ask for guidance and help. 

Team acts promply to manage risks. 

Staff and management actively learn 

from mistakes and use these learning 

to improve processes.

Team proactively responds to 

environment changes and lessons 

learned to improve agility in 

processes.

Leadership and Strategy

Minimal / no understanding of risk 

appetite and linkage of their roles to 

business objectives and strategy. 

Leaders to not take risk management 

seriously and it is seen as a 

compliance exercise.

There is inconsistent understanding 

of risk appetite requirements and 

linkage of their roles to business 

objectives and strategy. Leaders 

approach to risk management is 

reactive. 

Leaders manage risks within appetite 

in consultation with the team - 

focussing on threats and mitigation.

Leaders empower staff to manage 

risks within appetite. There are some 

consequence that can be observed 

for inappropriate risk taking 

behaviour.

Leaders promote proactive risk 

management focussing on 

opportunities. There are clear 

consequence to inappropriate risk 

taking behaviour.

1 2 3 4 5



3. Lessons learned in conducting culture audits

Hard to define 
culture

Hard to 
measure 
culture

Hard to 
translate 

findings into 
action

Choose an aspect of culture. Break this down into dimensions that can be measured 

and evaluated

Start small! Use pilot audits and iron out any resistance at the initial stage.

Adopt a risk maturity model as benchmark to evaluate each dimension of culture

Use and analyse multiple information sources to identify how risk culture maturity can 

be improved



The Last Word…

Culture in business is a key ingredient in delivering long-term 

sustainable performance. When there is a healthy culture, the systems, 

the procedures, and the overall functioning and mutual support of an 

organisation exist in harmony. 

This brings enhanced integrity, confidence, long-term success and, 

ultimately trust. A poor culture is, in my view, a significant business risk in 

itself.

Sir Win Bischoff

Chairman of the Financial Reporting Council


