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ANow : Breach Notification Scheme
ASoon The (external) auditors are coming

ALater :Internet of Thing(loT)
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NOtIfiabIe Data BreaCheS || ACHIEVEMENTINBUSINESS.A
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C O m m O nwe al t h P rlvaCy ACt Am e n d m e nt Il)vz:)tvavbr‘ea;h né&ﬁétion laws force business cyber security

revamp

TOSHIBA
Leading Innovation >

What :Y | & v SnStiRy ary hdivieluals
Likely to be at risk of serious harm
6&  RFEGlF O0NBIFOK®Q

\
J THE PINNACLE \

indatory data breach notification bill has fi ssed the Senate. Supplied

Who :commercial 3 parties(NOT Local Government)
| 2t RAY3Z 2N gA0K | O0S&aasx (02 eé2dz

When: from 22 February 2018
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Notifiable Data Breaches

Not | f I aabdataelbreach that is likely to result in serious
harm to any of the individuals to whom the information relates.

A data breach occurs when personal information held by an
organisation is lost or subjected to unauthorised access or

di scl osure. o

Aittps://www.oaic.gov.au/engage-with-us/consultations/notifiable-data-breaches/
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Notifiable Data Breaches

OExampl eséinclude when:
Ua device containing customerso pers

U a database containing personal information is hacked

Uper sonal Il nformation I s mistakenly

Aittps://www.oaic.gov.au/engage-with-us/consultations/notifiable-data-breaches/
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Notiflable Data Breachesserious harm?

A NotdefinedbutAcXK ¢ f Aaio6auv | ydzYoSNI 2F NBtESOFyd YI G0GSNRE
iIncluding the kind of information, sensitivity of the information, the security protections in place, the
eSS 2F LISNBR2Z2Y 2N LIS2LX S K2 200FAYSR GKS Ay TF21

AGXXOOYy2GAFAOIGAZ2Y A& Y2NBE fA1Steé& 2 0S NI dza NBF
U a targeted hack to obtain consumer password data,
U rather than where an encrypted list of staff names and titles was accidentally emailed to a
RANBOG2NI 2F (GKS O2YLI yeé dé

https://www.herbertsmithfreehills.com/latesthinking/new-mandatorydata-breachreporting-law-passed

A2Att GKS WaSNA2dzaySaaQ o6S /2dzyOAt Qa 2dzRISYSYy (K

A More information? OAIC webinar 21 Novemlbéips://t.co/7fyY791v6D
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Red Cross Blood Service admits to personal data
breach affecting half a million donors

The personal data of 550,000 blood donors that
includes information about "at-risk sexual
behaviour" has been leaked from the Red
Cross Blood Service in what has been
described as Australia’s largest security
breach.

The organisation said it was told on Wednesday
that a file containing donor information was placed
on an "insecure computer environment” and
"accessed by an unauthorised person".

The file contained the information of blood donors
from between 2010 and 2016

The Sydney Morning Herald

A News The data came from an online application form and
included "personal details" and identifying
information including names, gender, addresses

and dates of birth, a Red Cross statement said

Sport Business World Poli

Key points:

« Data from blood donor registration form posted
insecurely online

« Leak included identifying information and
"personal details” of 550,000 donors

« All copies of the data believed to be destroyed

Red Cross Blood Service chief executive Shelly
Park said "due to human error" the unsecured data
had been posted on a website by a contractor who
maintains and develops the Red Cross website.

Fact Ci

Telstra's Pacnet division suffers IT security breach

Show comments

I rmm e

Telstra's Asian telecommunications provider Pacnet data centre has
been targetted in a security breach.

The breach occurred prior to Telstra taking ownership of Pacnet, and
Telstra was made aware of it on finalisation of the purchase on April
16 this year.

Notifiable Data Breaches?
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Stop seeing this ad

More than a thousand patient records
from NSW hospitals found in garbage bin

P .
t_ By Chris OKeefe | 11:33am Apr 21, 2017
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Sources of security incidents

M 2014 M 2015

A Not all malicious behavior

Aw ' yvgrdiday3ateqQ 02 16%
A loss of mobile devices

A targeted phishing schemes

13%

PwC 2014 Info Sec Survey Pg 14

Current Former Current service Former service Suppliers/
employees employees providers/ providers/ partners
consultants/ consultants/
contractors contractors

http://www.pwc.com/sg/en/publications/assets/pwglobatstate-of-information-securitysurvey2016.pdf 11
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To Limit the extent of incidents & recover data
A Restrict administrative privileges

A Patch operating systems
A Multi factor authentication
A Daily back up of important data

To Prevent Malware:

A Patch applications

A Application whitelisting

A Disable untrusted Microsoft Office macros
A User application hardening

https://www.asd.gov.au/infosec/topmitigations/mitigations201 #table.htm
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wApprovals ?
wRetention of documentation?
WX ¢

Effective Preventative Controls

wImpact of segregation of duties?

wGenuine business need?
Modify access T4

- A managed access life cycle

wQuarterly? Annually?
wRetention of review?

7 A Periodic review ¢
- N O t a n oeven t 9) ( user access list wX ®

wWhat is unusual or anomalous activity?

- Focus on elevated privileges o wFrequency and record of review?

unusual activity IR

N/ U U N

wDoes network access remove access?
wPrompt removal especially for contentious departure
Termination and

transferred user WX PP

?

\__ . /

-I Technology Risk © 2017 13




Technology Onetips and techniques include :

Keep it Simplecé.

A many Functions can be attached to Roles

A éé. Roles are attached

A éé. which are attached

A additional accessé. may
Delegations

Understand the :

A powerful profiles
A 6SUPERUSER
A 6ALL_ ROLES

A Bypass Logins

.I Technology Risk 2017
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Civica Authority- tips and techniques include :

1. Powerful profilet? 6 Al | per mi ssi ons®o

1. Logging of key transactions affecting financial
statements :

A Enabled?
A Reviewed?
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Other?- tips and techniques in :

Security, Audit and
Control Features

Technical and Rk Yanogeracrit Reference Series Qrade .
E.BuSineSS Suite
Securty, Audit and 3 Edibon

“HSA CA Control Features

Trust in, and value from, information systems S A P E R P

rd J L
https://books.google.com.au/books?id=31NYTTueqW8C 3 Edlthﬂ
&dg=sap+isaca+3rd+edition&hl=en&sa=X&ved=0ahUKE
wiZ10iOpJIXAhWC]5QKHZ1BBJOQG6AEIJJAA
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INTERNET OF THINGS
RISK VS. BENEFIT
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The Actors and The Information They Target

Adversary
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What's most at risk?

Y
Industrial Contral A
Systenms (SCADA)

information / financial
markets

e Payment card and related
D

>

_{ Military
Y & tech mologies

SAIE& Healtheare,
Q& p harmaceu ticals, and

related technologies

@
Health records and Pt

other Per sonal data ‘

Emerging
technologies
Advanced materials and m
manu facturing techniques
bry .(;I; R&D and / or prod uct
t s design data

1y

Business deals /’l\\

information

¥ I nformation and
communmcation
P technology and data

https://www.slideshare.net/EMA_SIEW/cybeskthreattoenergysecuritysingaporeministryofdefensev0



http://www.businessinsider.com/internebf-thingssmartcities2016:10/?r=AU&IR=T
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