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• Head of Information Technology at the ABC since 2018

• An experienced technology executive, Dean has worked across multiple industry sectors, including global technology service 

providers and large media organisations across Australia

• Leads various technology initiatives including Cloud Adoption, Digital Transformation and Enterprise Data

• Holds MBA through AGSM

• Special interests in emerging technologies and the development of strategies for the effective use of technology aligned with

business objectives
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About the ABC

CLOUD SERVICES

• The ABC’s vision is to be the home of Australian stories
• The ABC’s purpose is to deliver valued services that reflect and 

contribute to Australian society, culture and identity

• Reflect contemporary Australia
• Build a lifelong relationship with Australians
• Continue to earn the trust that audiences place in the ABC, 

safeguarding ABC independence and integrity
• Provide entertaining, culturally significant, and on-demand content 
• Make sustainable choices in allocating resources 

• Deliver personalised digital experiences 
• Remain Australia’s best and most trusted source of news and 

information 
• Strengthen local connections
• Prioritise quality over quantity 
• Invest in the workforce of the future
• Creative, flexible, efficient, and accountable 

ABC

Vision and purpose

Strategic pillars

Strategic priorities

• Launched in 1956
• Approximately 4,000 employees
• Headquartered in Ultimo, Sydney
• Managing Director – David Anderson
• ABC Chair – Ita Buttrose 
• Responsible Govt Minister – Paul Fletcher





2020

• COVID-19

• ABC Five-Year Plan and refresh 

of ABC Technology strategy

• Transformation programs

2018 Q4

• Cloud Governance Forum

• Cloud Investment 
Decision Making 
Framework

• First workloads migrated

2017

• Cloud strategy

• Cloud-first policy

2019

• Uplift in Cloud security 

• Acceleration of 
migration to Cloud

• Best-fit for Cloud policy

2018 Q1

• Cloud partner selection

• Program kick-off

• Cloud Shared Services 
established

Cloud journey
ABC’s adoption of Cloud services
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Cloud access security brokers

On-premise

Remote workers

CASB

Cloud services

Software-as-a-Service

PaaS

Storage

IaaS 
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• Hackers targeting Cloud-based infrastructure
• Data breach regulations increasing
• Personal information stored at increasing rates
• No one is immune, everyone is a target
• Hosting of company IP and personal 

identifiable information on 3rd-party platforms

Cloud risks
Understanding the risks in using the Cloud

Data and privacy 
breach

• Ongoing increases in operating costs
• Shift from traditional Capex spend to Opex

spend
• Overhead of managing 3rd party support 

contracts and software licenses
• Locked into contracts, difficult to extricate

• Sensitive data is hosted on to 3rd party platforms

• Many smaller start-ups may not have requisite 

security controls

• Contracts may absolve themselves from liability 

associated with data breaches 

Financial

Vendor security
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Visibility and access 
control

Identity and access 
management

Operational 
simplification and 

visibility

Encryption and data 
security

Awareness, education 
and training

• Manage user accounts 
and provide 
authentication, 
authorisation and 
accounting

• Add layers of protection 
and secure network 
infrastructure and 
application workload. 

• Use of identity 
management and 
Active Directory to 
provide a role-based 
access control scheme 

• Access based on job  
function, privilege and 
duties 

• Centralised auditing 
and logging solution

• Security needs to be 
consistent, transparent 
and operationally 
simple to manage –
whether workloads are 
running on-premises, in 
a private Cloud or on a 
public Cloud 
infrastructure 

• Encrypt if it’s relevant 
at the data, workload 
and transport levels

• Encryption provides a 
new boundary that 
secures enterprise 
assets wherever they 
are

• Establish a security and 

data awareness program 

with clearly defined 

objectives

• Continuous education to 

staff and consumers of 

Cloud services 

Key pillars of Cloud security
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Cloud protection
Implementing configuration, identity and access governance

1

Risk vectors and control 
management plan

4

Multi-layer  
protections

2

Legal and contractual 
protections

5

Shared-responsibility 
model

3

Governance 
monitoring and 

reporting

6

Leverage best-in-class 
tools and resources
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CLOUD SERVICES

Services & Tools
Protecting the Cloud environment

Realtime security assurance for
configuration and resources

Governance, Compliance and operational 
risk reporting

Version control management

Vulnerability reporting and management

Security information event monitoring

Intelligent threat protection

Process and deployment automation Resource and application monitoring
Centralised document and information 
respository



Source: Amazon Web Services

Shared responsibilities
Understanding roles and responsibilities

Source: Service-Now

‘Responsibilities between the 
service provider and the 
customer must be discussed, 
documented and agreed to 
between the two parties’
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Clearly defined goals, 
missions and 

objectives of the 
program

Cloud Strategy

Define benefits and 
assess feasibility of 

idea  and people 
impact

Strategy 
on a page

Develop change 
strategy and
establish the 

change program

Change strategy 
and program

Develop and deliver 
solutions to enable 
business outcomes 

and transition to BAU

Transition  to 
future state

Embed business 
solution to realise 

benefits

Change adopted 
and benefits

achieved

Implement AdoptionDesignVision Discovery

Program management
Ensuring effective program management of cloud services
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Key governance and controls
Top governance measures for Cloud Services

Audit Managing risk Managing and 
protecting ABC  data 

and content

Cloud Governance 
Forum

• Executive Sponsor
• Key stakeholder groups 

representation
• Decision making forum
• Presentation of risks, 

financials and projects

Utilise control & 
governance tools 

• Security information and event 
management

• Monitoring, Reporting and 
Visibility

• Automation and artificial 
intelligence

• Self-audit – conduct regular 
audits of environments

• External audit – engage 3rd

parties to review and assess 
controls

• Apply audit automation

• Develop risk management 
framework 

• Establish risk controls
• Assign accountability for 

risks and controls

• Cyber security roadmap
• Enterprise data platform
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P&CT STRATEGY

Important Initiatives

1. Define Governance and compliance strategy and communicate

2. Deployment of tools to automate, monitor and alert

3. Set accountability for controls and risks

4. Create operational model to support Cloud Governance

1. Organisations change management is key!

2. Create a Shared Responsibility model and understand your 

responsibilities

3. Regular audits

4. Define policies and controls and review and update them on a 

regular basis

Lessons Learned

In Summary
Cloud Governance & Security



Building a better ABC together


