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Background
Purpose
When designing, assessing or monitoring internal controls,
undertaking probity activities, or conducting internal audits, it
is considered appropriate to take cognisance of the indicators
of fraud.
Background
Fraud can be a substantial threat to an organisation. It has
been stated that all organisations are subject to fraud risks
and it has been reported that fraud is five percent of an
organisation’s annual revenues.
Fraud is a threat to revenue, assets, brand, reputation and
other resources and may result in significant penalties,
political consequences, operational and strategic limitations
and may even be an existential threat to the organisation.
Where those working with internal controls or audits do not
use fraud indicators it is likely that many frauds will remain
undetected, resulting in potentially significant cost to the
organisation.
Where people use fraud indicators without understanding
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them they run the risk of failing to detect a significant number
of frauds.
The value of fraud indicators has often been limited by people
using pre-prepared lists of indicators that do not take into
account the specific environment within which the auditee
operates or the staffing of the area.
Using fraud indicators and a structure such as is contained in
this white paper to apply the indicators to specific situations
is likely to substantially increase an organisation’s ability to
mitigate the risks of fraud.
Fraud is defined in the glossary to the International Standards
for the Professional Practice of Internal Auditing (IIA Standards)
as “any illegal act characterised by deceit, concealment, or
violation of trust” and in the COSO Fraud Risk Management
Guide as “any intentional act or omission designed to deceive
others, resulting in the victim suffering a loss and/or the
perpetrator achieving a gain”.

Discussion
Issue
Fraud indicators are a useful and effective tool in mitigating
the risks of fraud.
History
Using indicators is useful for compliance with IIA Standards,
especially 1210.A2, 2010, 2120.A2 and 2210.A2. It is also useful
for principle 8 of the COSO Internal Control – Integrated
Framework. Indicators have long been used in audits, probity
activities and internal control management. Fraud indicators
have proven especially useful in many environments, yet they
typically remain under-utilised and are sometimes applied in a
rote manner. It is hoped this white paper will help to advance
the field.
Discussion
In order to help ensure that all useful indicators are taken into
account it is helpful to consider two categories, the first is the
footprint that is left behind by a fraud act, and the second is
the fraud triangle.
The fraud triangle indicates that fraud requires three
components: perceived pressure, perceived opportunity and
rationalisation. Pressure refers to the pressures on a person
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to perpetrate a fraud, opportunity is the means by which the
fraud is committed and rationalisation is the cognitive state
that allows the perpetrator to justify the fraud. Each of the
components has indicators.
Footprints of fraud
When developing corruption indicators, it is helpful to consider
the evidence left behind by a fraudulent act. You may think
of indicators as analogous to the indentation in mud that is
left by feet bearing a person’s weight. Leaving a trail is not
intentional, but is often unavoidable. The footprints of fraud
may refer to the transaction, the perpetrator or the method of
hiding the fraud.
The process for developing these indicators is to consider how
the frauds would be perpetrated and what signs they would
leave behind. Examples are:
•
•
•
•
•

•

•

•

•
•
•

The transactions or activities are undertaken at an
unusual time.
The names used in the transactions indicate that the
perpetrator was showing off .
There are unusual, excessive or suspicious overrides,
duplications or cancellations of transactions.
Transactions are split to avoid notice/delegations or
transactions with missing requirements.
Documentation is incomplete, difficult to find, has missing
elements, or has evidence of changes, deletions or
additions.
Only one person processes particular transactions,
including only one person transacting with a particular
supplier or handling certain decisions/negotiations where
this is unusual.
Particular transactions are unusual because of the
number, value or type of those transactions or because
they differ from expectations, industry experience and the
region’s or organisation’s history.
The transactions are the result of tidying up reconciling
or suspense items, or are unusual transfers between
accounts.
The transactions result in key performance indicators
being met.
The transactions do not make sense individually or
cumulatively, or the mix of transactions appears wrong.
Transactions are processes by people who would not
normally process those transactions.
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It is useful to consider how you would hide a fraud in order to
identify relevant indicators. Examples include getting someone
else to process or authorise the transaction or verify proof of
delivery, using someone else’s password, disclosing one’s
password to others, processing transactions when others
are not around, changing characteristics of transaction, not
involving others who should be involved, leaving out parts
of the transaction or process, getting someone to legitimise/
offset the fraud, and manipulating the transaction so that it will
not attract scrutiny3.
Pressure
Pressures on a person to perpetrate fraud may include
financial pressures, including due to the economy, addictions,
health problems, family circumstances and a desire to live
well beyond one’s means; threats to safety from criminals or
others who have something to gain or potentially lose; social
pressures from colleagues; career pressures from managers
and supervisors; social pressures from those to whom one has
a loyalty, including romantic interests, relatives, people from
one’s neighbourhood or one’s religious or social network; and
psychological pressures, including a pathological need to
impress others, depression and mental illness.
Any indicators of these pressures should be considered
including a financial problem that seems to suddenly
disappear, a lavish lifestyle, consorting with criminal elements
or associates, colleagues or managers are suspected
of engaging in fraud, seemingly favouring individuals to
whom one is socially connected, falsely claiming significant
qualifications and/or experience, and evidence of poor ethical
decision-making.
The pressure may arise from the organisation’s failure to
implement measures to improve the ethical relationship
between its employees and the third parties they interact
with. Examples are that third parties may offer excessive gifts
and benefits, create conflict of interest situations through
promises of employment, groom employees, offer bribes,
and encourage their staff to seek employment in your
organisation. Failing to have, communicate and enforce
appropriate codes, policies and standards may thus be
indicators of fraud.
3
A public sector example is managers of contracts or projects having them
finish exactly on budget to avoid scrutiny, where ironically it is unusual for contracts or projects to finish exactly on budget.
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Rationalisation

Control environment

In order to work out the rationalisation indicators of fraud,
it is useful to consider what the attitude is of perpetrators
that allows them to justify to themselves committing a fraud.
People may be able to justify perpetrating fraud when the
organisation has not adequately clarified the difference
between acceptable and unacceptable conduct, or is lax in
following or enforcing it. Individuals may justify perpetrating
fraud when they have a sufficiently negative perception
of management, their colleagues, the organisation or the
environment. Psychological issues may also lead to fraud
rationalisation.

Under this component, it is useful to consider the indicators of
fraud arising from issues relating to ethical culture, people and
structures. Indicators include:
•

•
•

Indicators include:
•
•

•
•

•

•
•
•

Inadequate policies or procedures to make it clear where
the organisation’s ethical line is drawn.
Training in ethical issues is inadequate, or only gives the
organisations stance and does not contain a component
to motivate employees to do the right thing.
A poor ethical culture or subculture, or a perception that
managers or supervisors are ethically challenged.
Poor practices are tolerated such as bullying, harassment,
lapses in safety practices, or dishonest treatment of
customers or suppliers.
The person or colleagues have significantly negative
attitudes about the ethics of the employer, management,
customers, suppliers or the industry.
A significantly adversarial relationship exists between
managers and employees.
The person perceives that management have failed to
provide support when it was needed.
There is a substantial sense of entitlement.

Opportunity
Usually opportunity arises due to inadequate internal controls
or breakdowns in the system of internal control. It may
therefore be useful to consider opportunity in terms of an
internal control framework. Here the five components from
the COSO framework have been used in a broad manner. The
components are control environment, risk assessment, control
activities, information and communication, and monitoring.

•
•
•
•
•
•

Risk assessment
It is appropriate to consider, from a fraud perspective, if people
understand the objectives and risks, including when there
are substantial changes. Indicators include fraud control
objectives not being properly formulated, communicated or
appreciated; certain sources and categories of fraud being
ignored for political or other reasons; individual fraud risks
not being identified or being underestimated; inappropriate
responsibility for fraud identification, and measurement and
significant change in the organisation’s environment, structure
or systems.
Control activities
Indicators include instances where the internal controls to
mitigate fraud risks are poorly designed or do not operate
properly. Indicators include:
•

•
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Staff are not engaged or are actively disengaged
as shown by staff surveys, high staff turnover, high
absenteeism, poor productivity, high levels of customer
complaints or high levels of staff grievances, or
complaints against others.
Limited or poor supervision and management so that
people may not carry out control checks properly.
Employees performing internal controls do not consider
certain kinds of fraud to be wrong.
Some employees are over-trusted.
Managers do not want to hear bad news.
The culture is not to question people or certain people.
The area is perceived as being geographically or
structurally removed, or is remote from management.
Management do not understand area/operations/reports/
etc.
People carrying out controls do not adequately
understand what they are doing.

There is a poor understanding of internal controls, the
reasons for performing the controls, and the link between
controls, objectives and fraud risks.
There are internal control problems such as inadequate
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•

segregation of duties, poor access controls, ICT control
weaknesses, insufficient verification controls, poor
supervision, inadequate reconciliations, and deficient
controls over standing data.
Documentation of processes, decision-factors and other
key elements is poor.

Information and communication
Indicators are where there is poor communication and use
of information to support internal controls to deter fraud, and
there is poor communication with external parties. These
indicators include where managers and staff with key roles
in preventing and detecting fraud do not receive training or
adequate information to allow them to meet the expectations
placed on them.
Monitoring
Fraud indicators related to monitoring include:
•
•

•
•

•

Limited or no transaction reviews.
Inadequate management reporting, including key aspects
not included in reports, and reports not suitable for finding
fraud.
There is an ability to suppress reports or transactions.
Results appear questionable, including results that are
too good, results not moving for changes in environment,
changes out of line with the results of others, and an
unexpectedly low number of incident reports.
Transactions created after initial reports have been
produced which significantly improve the position or may
disguise profits or sales for future use.

Conclusion
Summary

Conclusion
When designing, assessing or monitoring systems of
internal control to limit the risks of fraud, it is considered that
significant value can be derived from incorporating indicators
of fraud into systems of control.
When conducting internal audits, probity reviews and
investigations, taking cognisance of the indicators of fraud
can substantially reduce the audit risk and increase the
likelihood of detecting fraud that could be significant for the
organisation, its operations or strategies.
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Incorporating indicators of fraud into internal controls and
audits helps ensure the organisation’s resources, reputation
and integrity are protected, key stakeholders are satisfied,
and strategic and operational objectives achieved. It is
important to ensure the indicators used are relevant for the
particular circumstances.
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Purpose of White Papers
A White Paper is a report authored and peer reviewed by
experienced practitioners to provide guidance on a particular
subject related to governance, risk management or control. It
seeks to inform readers about an issue and present ideas and
options on how it might be managed. It does not necessarily
represent the position or philosophy of the Institute of Internal
Auditors–Global and the Institute of Internal Auditors–
Australia.
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Australia, and so indicated, may be copied, provided that
textual and graphical content are not altered and the source
is acknowledged. The Institute of Internal Auditors–Australia
reserves the right to revoke that permission at any time.
Permission is not given for any commercial use or sale of the
material.
Disclaimer
Whilst the Institute of Internal Auditors–Australia has
attempted to ensure the information in this White Paper is
as accurate as possible, the information is for personal and
educational use only, and is provided in good faith without
any express or implied warranty. There is no guarantee given
to the accuracy or currency of information contained in this
White Paper. The Institute of Internal Auditors–Australia does
not accept responsibility for any loss or damage occasioned
by use of the information contained in this White Paper.

As the chief advocate of the Internal Audit profession, the IIA
serves as the profession’s international standard-setter, sole
provider of globally accepted internal auditing certifications,
and principal researcher and educator.
The IIA sets the bar for Internal Audit integrity and
professionalism around the world with its ‘International
Professional Practices Framework’ (IPPF), a collection of
guidance that includes the ‘International Standards for the
Professional Practice of Internal Auditing’ and the ‘Code of
Ethics’.
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