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The Survey
Recognising that Cyber-related risk is one of the most significant issues of the 2020s and believing that internal audit has 

the potential to contribute significantly to organisational management of those risks, the IIA-Australia conducted a survey 

to explore internal audit engagement with this issue.  We surveyed Chief Audit Executives during August 2021, receiving 

38 responses.

Our survey was based on a similar survey conducted by the Chartered Institute of Internal Auditors (UK & Ireland), 

published as Mind the Gap: Cyber security risk in the new normal in February 2021.

Our respondents were widely representative of the Australian economy.

                                Economic Sector             Size of Organisation

Foreword
Cyber Security is consistently reported as being a significant concern across industries and across the globe.  The IIA 

globally has identified Cyber Security as the top risk for 2021 (OnRisk: A guide to understanding, aligning, and optimizing 

risk, 2020).  This same report suggests that the Chief Audit Executive (CAE) is in a unique position both to educate 

and to assist the board and senior management to address this risk.  Reports further suggest that the new working 

arrangements brought about by the response to COVID-19 have exacerbated this problem.

The pandemic has changed the nature of workplaces.  Response to COVID-19 has forced many organisations to adopt 

unfamiliar working arrangements – arrangements that would not have been permitted in earlier times.  It is unlikely that 

the concept of an office worker who goes to a central location every working day will ever return.  The changes provide 

opportunities and present threats to organisations.

About half of the Australian organisations in this study have indicated that they are aware of a cyber attack on them 

in the last 12 months.  10% of these (one in 20 of the total) reported that their cyber attack resulted in disruption to the 

delivery of their products or services.

This study examines the response of internal audit to the risks related to Cyber Security.  It provides some insight into the 

readiness of Australian organisations to face the emerging business environment.
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Organisational Approaches
We asked our respondents about the top three methods used within their organisation for managing cyber risks.  

Our respondents noted that choosing the top three is difficult since most organisations have a suite of approaches 

that operate in an integrated manner.  Nevertheless, a picture of the most important approaches did emerge.  The 

most commonly used approaches to Cyber Security were securing infrastructure (50% of organisations), multi-factor 

authentication (39%) and penetration testing (32%).  Each of these seem to be more commonly used in Australia than in 

the United Kingdom.  Full results are shown in Exhibit 1.

 

 

Exhibit 1 - What are the top three methods that your organisation uses to manage Cyber Security risk?

While the use of ISO 270011 assessments was relatively common in Australia, we were surprised at the low level of 

importance put on IRAP2 reviews in spite of such reviews being sponsored by the Australian Government and the number 

of Federal/State government agencies (25% of respondents) in our sample.

Organisations have generally established Cyber Security policies and have solid support from senior management.  It 

is also common for organisations to have active Cyber Security training programs.  The respondents have generally 

expressed confidence that employees recognise their Cyber Security responsibilities.  Soft approaches such as policies 

and education are supported by physical barriers such as disabling the use of portable storage devices.  Unsurprisingly, 

most respondents (82%) believe that a stronger security culture could prevent cyber attacks.

Of some concern are the 10% of respondents who were not aware of any organisational strategies to promote effective 

security.  See Exhibit 2 for the full results.  

 

1 ISO/IEC 27001:2013  Information technology — Security techniques — Information security management systems — Requirements is a 

management system standard against which an organisation can be certified.

2 Information Security Registered Assessors Program developed by the Australian Cyber Security Centre.
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Exhibit 2 - Which of the following does your organisation have in place to promote effective Cyber Security culture practices within your 

organisation?

As expected, most respondents (58%) have reported that the response to COVID-19 has complicated their Cyber Security 

risks.  On the other hand, 13% are confident that there has been no significant effect from the COVID-19 response.  

Specific barriers to improving security practices arise from budget and other priorities and from the fact that many 

employees are now working remotely.

 

Exhibit 3 - Has your organisation faced any key barriers in implementing better Cyber Security practices during the COVID-19 pandemic?

The different economic circumstances between Australia and the UK may well account for the differences between 

responses in Exhibit 3, but this is not further explored.
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Internal Audit Response
Internal audit has not engaged with either the audit committee or executive management to the extent that we would 

have expected given the perceived importance of Cyber Security.  It is clear that where consultation has occurred then 

the board/audit committee and executive management are the most common touch points.  Pleasingly, there are few 

respondents who have indicated that they have not engaged in these discussions at this level.  It would appear that UK 

internal audit functions have taken a greater role in this activity than have those within Australia. 

 

Exhibit 4 - Has the internal audit function discussed Cyber Security risk with any of the following?

Looking at the Cyber Security targeted activities of internal audit functions, as would be expected, a majority of 

respondents (74%) said that they include Cyber Security in internal audit plans. Nevertheless, we were surprised to see 

omission of this topic from 25% of plans.  Such omission would seem to run counter to the requirement to conduct a 

risk-based program of audits (Standard3 2010) unless the internal audit is able to place reliance on other review activities 

(Standard 2050).  The omission of Cyber Security from internal audit plans should have been discussed with, and 

received support from, the audit committee. 

Working with other review functions is an efficient use of resources and may permit the omission of Cyber Security 

reviews from the internal audit plan.  53% of respondents indicated that they work collaboratively with their IT and Risk 

colleagues. 58% said that they look for opportunities to manage Cyber risk and 45% said that they identify threats and 

audit the mitigation plan.  See Exhibit 5.

 

3 “Standard” refers to an entry in the International Standards for the Professional Practice of Internal Auditing. 
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Exhibit 5 - What are the key responsibilities within your internal audit team with regard to assessing cyber security risk and assessing the 

steps management has put in place to mitigate that risk?

Deeper analysis of the data reveals that at least half of the organisations that rely on penetration testing as a form of 

control do not rely on internal audit as the source of that testing.  Similarly, many of the respondents who indicated 

that their internal audit activity included penetration testing did not suggest that it was one of the top techniques for 

managing cyber security risks.  This is indicative of a healthy separation between the three lines (The IIA’s Three Lines 

Model: an update of the three lines of defense, 2020) – internal audit being able to review the control structures without 

becoming part of them.

As part of the survey, we also asked respondents to think about some key questions (Exhibit 6).  While the overall 

picture is self-explanatory, some of the comments received from respondents suggest that reporting on risk culture could 

be better assessed and reported: reporting is often ad hoc.  Reflective of this was a comment from a respondent that 

management are aware of the risk related to cyber issues, but that they do not want to talk about it.

A number of respondents rightly pointed out that the primary responsibility for the management of cyber security risks 

lie with operational management and management support (line 2) functions. The role of the internal auditor is to advise 

and inform and not to make decisions on behalf of management.

Internal audit may be able to prompt appropriate discussions of risk culture, as it applies to cyber security and other 

risks, by scheduling a risk culture audit within their organisation.
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Exhibit 6 - Questions for Consideration

 
Conclusion
While distributed working has been a part of Australian organisations for many years, external access to corporate 

systems has only been slowly emerging.  The technology to allow working from anywhere that the internet reaches is 

mature, but the organisational cultures that support working safely in this environment are not.

This survey suggests that internal audit activities in Australia have not yet fully engaged with their organisations in 

addressing these risks.  There is a disturbing gap between the generally agreed risks being faced by organisations and 

the content of internal audit services.  The survey suggests that many internal audit activities are leveraging the activity 

of line 2 functions but that others have not yet sufficiently engaged with the issues. 
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