
 

MACQUARIE 
BUSINESS SCHOOL  

 

 

INTERNAL AUDIT’S 
INVOLVEMENT IN 
ENTERPRISE-WIDE RISK 
MANAGEMENT 

 
BENCHMARKING REPORT 

 

 

 

 

 

 

Dr Sunnie Xiaoqian Ba 

Professor Nonna Martinov-Bennie 

Dr Dominic Soh 

 

 

 

 

 

 

Acknowledgements 

The authors acknowledge the support of The Institute of Internal Auditors–Australia (IIA) and thank participants for 
their contribution in taking the time to complete the survey. 

 



 

2 

TABLE OF CONTENTS 

Executive Summary ................................................................................................................. 3 

Summary of Results .................................................................................................................4 

Recommendations ................................................................................................................... 5 

Detailed Results ...................................................................................................................... 6 

About the authors................................................................................................................... 13 

Appendix 1 - Participant and Organisations’ Demographic Information ............................. 14 

 

 

 



 

3 

Executive Summary  
 

Stakeholders are increasingly expecting boards and senior management to take greater 

accountability for their governance roles and responsibilities in a complex and dynamic 

environment. This includes the implementation of structured, integrated enterprise-wide 

risk management (ERM) practices responsive to risks that may hinder the achievement of 

the organisation’s goals.  

The internal audit function (IAF) is uniquely 

positioned to contribute to ERM governance. 

In addition to providing assurance to the 

audit committee and senior management on 

how effectively risks are being managed 

across the organisation, internal audit is 

well-equipped to advise on ERM 

implementation and continuous 

improvement efforts.  

Regulators and professional bodies have 

amplified the importance of risk 

management and the role of internal audit in 

ERM. In Australia, this is exemplified by the 

Australian Securities Exchange’s (ASX) 2014 

revision of the Australian corporate 

governance principles and recommendations requiring listed companies to disclose 

information on their IAF and its roles. 

Within the broader international context, the Chartered Institute of Internal Auditors in 

the UK and Ireland recently updated their Internal Audit Code of Practice (2020) 

incorporating recommendations designed to enhance internal audit’s role in improving 

risk management and governance. This included unrestricted access of internal audit to 

risk management information across the organisation. 

Drawing on data from a survey of 95 Australian Chief Audit Executives (CAEs) across a 

range of sectors, industries and size of organisations this report examines:  

(i) the IAF’s involvement in assurance, consulting and management roles in ERM 

in Australia as well as expectations of how involvement in these roles might 

develop in future; and  

(ii) perceptions of the current effectiveness of the IAF’s involvement in ERM.  

The findings indicate diversity of practices including evidence of IAFs engaging in ERM-

related management-type roles potentially leading to impairment of their independence 

and objectivity. Overall, effectiveness of IAFs’ ERM-related roles was generally perceived 

to be limited. 

An internal audit function can assist a 

listed entity to accomplish its 

objectives by bringing a systematic, 

disciplined approach to evaluating 

and continually improving the 

effectiveness of its risk management 

and internal control processes.  

- ASX Corporate Governance 

Council, 2019, p27 
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Summary of Results 
 

While there is widespread acknowledgement of the value of internal audit’s involvement in 

ERM, CAE participants reported their IAFs spending only “limited” to “moderate” amount 

of time on most ERM-related roles. The results indicate that senior management support is 

a key factor associated with IAFs’ involvement across all ERM-related roles. 

 IAFs’ involvement in ERM primarily relates to core 

assurance rather than non-assurance (consulting and 

management) roles. In particular, IAFs’ ERM efforts 

are most commonly directed towards providing 

assurance on the management of key risks, with the 

focus on this role expected to grow in the coming 

years. Surprisingly, almost 30% of the respondents 

rated their IAFs’ ERM-related assurance roles as below effective. 

Respondent IAFs spend ‘limited’ to ‘moderate’ amount of time on various ERM-related 

consulting roles. These are mainly roles that pose relatively lower independence threat 

such as educating stakeholders on ERM and enhancing their risk awareness. Almost half of 

the respondent CAEs perceived effectiveness of their IAFs’ consulting roles to be lower 

than effective. Given the significant positive association between the adequacy of IAFs’ 

competencies and their effectiveness in consulting roles, this result suggests a need to 

improve IAFs’ competencies prior to undertaking ERM consulting roles. 

While the IIA recommends, in its 2009 Position Paper on The Role of Internal Auditing in 

Enterprise-wide Risk Management, that the IAF should not perform ERM-related 

management roles, the survey results indicate 

that almost 40% of the respondents have some 

level of involvement in such roles. Public sector 

and not-for-profit entities were generally more 

likely to have their IAFs involved in ERM-related 

management role. The resulting potential self-

review and/or advocacy threats have implications for IAF’s independence and objectivity. 

The survey data also suggests that IAFs in organisations with a separate risk function were 

less likely to be involved in ERM-related management-type roles.

 

There is potential for the IAF to 

extend its involvement in ERM 

and to improve its effectiveness 

in undertaking its roles. 

Almost 40 percent of respondents 

have some level of involvement in 

management roles in ERM. 
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Recommendations 
The findings indicate potential for IAFs to extend both the extent and effectiveness of their 

ERM-related roles. However, organisations should consider clearer delineation of ERM 

management roles from their IAF’s other ERM-related roles to ensure the function’s 

independence and objectivity is not jeopardised. The findings suggest that the existence of 

a designated separate risk function is effective in reducing such inappropriate IAF 

involvement in ERM. 
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Detailed Results 

 

This study examines the extent of IAF 

involvement in various ERM-related 

assurance, consulting and management 

roles as outlined in the IIA’s 2009 

Position Paper. CAE respondents were 

asked to rate each role in Figure 1 below 

on: 

- the amount of time their 

IAFs currently spend on the 

role (1 = ‘none’, 2 = ‘limited’, 3 = 

’moderate’, 4 = ’substantial’, 5 = 

‘significant’) 

 

 

- expected likely change in 

relation to involvement in the 

role in the next 5 years (1 = 

‘significantly decrease’, 2 = ‘decrease’, 

3 = ‘no change’, 4 = ‘increase’, 5 = 

‘significantly increase’) 
 

- effectiveness of their IAFs in 

undertaking the role (1 = 

‘significantly ineffective’, 2 = 

‘ineffective’, 3 = ‘neutral’, 4 = 

‘effective’, 5 = ‘significantly effective’).  

The results suggest that IAFs currently 

spend, on average, only a ‘limited’ to 

‘moderate’ amount of their time on most 

Key Findings: 

1. IAFs currently spend only a limited to moderate amount of time on most ERM-

related roles, with relatively higher involvement in assurance than consulting roles.  

2. Some IAFs reported inappropriate involvement in management roles in ERM. 

3. IAFs’ involvement in assurance and consulting roles is expected to increase, while 

involvement in management roles is expected to decrease in the coming years. 

4. Perceived effectiveness of IAFs’ ERM-related roles range from ‘moderate’ to 

‘effective’, with none perceived to be ‘significantly effective’. 

 

Figure 1 - Internal audit's role in ERM (IIA, 2009, p.4) 
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of the ERM-related roles. Among the 

three overall ERM-related role categories 

identified by the IIA (2009), the IAFs are 

currently most involved in assurance 

(average rating of 3 across all assurance 

roles), relative to consulting (average 

rating 2.28) and management roles 

(average rating 1.84).  

ASSURANCE ROLES 

Of the assurance roles examined, IAFs 

were most likely to spend most amount of 

their time on ‘reviewing management of 

key risks’ (average rating 3.45), with 

almost 50% of the participant CAEs 

indicating that their IAFs spend a 

‘substantial’ or ‘significant’ amount of 

time on this role.  Approximately 30% of 

the respondent CAEs also reported 

spending a ‘substantial’ or ‘significant’ 

amount of time on ‘giving assurance on 

ERM processes’ (average rating of 3). 

Overall, there appears to be a strong focus 

on providing assurance on key risks. 

Targeted assurance over key risks is likely 

to enhance the IAF’s contribution to the 

organisation’s ongoing ERM 

improvement. 

In contrast to the IAF’s strong focus on 

key risks, respondents reported relatively 

low levels of involvement in other 

assurance roles related to specific ERM 

processes (e.g. whether risks are correctly 

evaluated (average rating 2.87), 

evaluation of ERM processes (average 

rating 2.88) and reporting of risks 

(average rating 2.8)). 
 

In general, CAEs perceived higher levels 

of IAF effectiveness in relation to the 

roles their IAFs were more involved in, 

with  effectiveness in relation to 

‘reviewing management of key risks’ 

perceived to be the most effective 

(average rating of 4.16), followed by 

‘giving assurance on ERM processes’ 

(average rating of 4.01). The role rated as 

least effective (average rating of 3.77) was 

‘giving assurance that risks are correctly 

evaluated’. 

Among the assurance roles examined, 

most amount of time is generally 

spent on ‘reviewing management of 

key risks’. 
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Senior management support is 

significantly positively associated with the 

IAF’s involvement in ERM-related 

assurance. In addition, IAFs that had 

regular external quality reviews were 

more likely to report relatively higher 

involvement in ERM-related assurance 

roles compared to non-assurance roles. 

Respondents reported expected increased 

future involvement across all ERM-

related assurance roles. The relative time 

allocation across different specific 

assurance roles is expected to remain 

unchanged. 
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CONSULTING ROLES 

Respondents generally reported 

involvement in ERM-related consulting 

roles that pose relatively lower threat to 

their IAFs’ independence with most time 

typically spent on advisory or educational 

roles, including ‘facilitating identification 

and evaluation of risks’ (average rating of 

2.73), ‘championing establishment of 

ERM’ (average rating of 2.72) and  

‘coaching management in responding to 

risks’ (average rating of 2.58). The two 

consulting roles with the lowest time 

allocation related to risk management 

design and implementation decisions, 

specifically, ‘developing ERM strategy 

for board approval’ (average rating of 

1.99) and ‘maintaining and developing 

ERM framework’ (average rating of 1.89). 

This finding suggests awareness that 

these consulting roles might compromise 

IAFs’ independence. 

As with assurance, senior management 

support was perceived to have a 

significant positive impact on the IAFs’ 

involvement in ERM-related consulting 

roles. The findings also suggest that 

organisations with a separate risk 

function were less likely to have their 

IAFs involved in ERM-related consulting 

roles. This suggests that existence of a 

dedicated resource with risk expertise 

within the organisations allows the IAF to 

focus on its core assurance roles and/or 

consulting roles that serve to enhance its 

assurance roles (e.g.,  facilitating risk 

identification and promoting risk 

culture).  

CAEs generally perceive their IAFs to be 

less effective in their consulting compared 

to their assurance roles. The top three  

most effective consulting roles were 

‘championing establishment of ERM’ 

(average effectiveness rating of 3.87), 

‘developing ERM strategy for board 

approval’ (average rating of 3.77) and 

‘facilitating identification and  

evaluation of risks’ (average rating of 

3.77).  

IAFs are more inclined to engage in 

those consulting roles that pose 

relatively low threat to their 

independence. 



 

10 

Interestingly, while respondents reported 

the least amount of time spent on 

‘developing ERM strategy for board 

approval’, this role was perceived to be 

one of the most effective ones.  

On the other hand, ‘coaching 

management in responding to risks’ with 

relatively high reported level of 

involvement was perceived to be one of 

the least effective consulting roles.  

CAEs perceived, on average, effectiveness 

of their IAFs’ coaching and coordination 

related consulting roles to be relatively 

low. These roles generally require high 

level of risk expertise and capability as 

well as sound understanding of business 

processes. These findings potentially 

suggest the need for enhanced IAF 

competencies in these areas.  

IAFs’ involvement in ERM-related 

consulting roles is expected to remain 

relatively unchanged in the coming years. 
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MANAGEMENT ROLES 

While extant IIA guidance prohibits the 

IAF’s undertaking of ERM-related 

management roles, around 40% of 

respondent IAFs reported participating in 

one or more such management roles. 

Approximately 10% to 15% of 

respondents reported ‘substantial’ or 

‘significant’ involvement in one or more 

ERM-related management roles. 

The highest levels of involvement 

reported were ‘imposing ERM processes’ 

(average rating of 2.03), ‘taking decisions 

on risk responses’ (average rating of 1.87) 

and ‘setting the risk appetite’ (average 

rating of 1.87).  

CAEs with more internal auditing 

experience were generally more likely to 

perform ERM-related management roles.  

IAFs in large organisations generally 

reported less involvement in ERM-related 

management roles compared to those in 

smaller organisations. Existence of a 

separate risk function also appears to 

Approximately 10% to 15% reported 

‘substantial’ or ‘significant’ involvement 

in one or more ERM-related 

management roles. 
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reduce the IAF’s involvement in 

inappropriate management roles. 

IAFs’ involvement in ERM-related 

management roles is, on average, 

expected to slightly decrease over the 

coming years with only 10% to 15% of the 

CAEs expecting any increase. Public 

sector and not-for-profit entities were 

more likely to report expectations of 

increased involvement of their IAFs in 

ERM-related management roles over the 

coming years than IAFs in the private 

sector.
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Appendix 1 - Participant and Organisations’ 
Demographic Information 

Participants’ Characteristics  
Gender Percent Age group Percent 

Male 72.5%  30 and under 1.1% 

Female 27.5%  31‒ 40 6.5% 

   41‒ 50 44.1% 

   51‒ 60 35.5% 

   61 and over 12.9% 

Years of internal auditing experience   Percent 

Under 1 year    1.1% 

1‒5 years    9.7% 

6‒10 years    11.8% 

11‒15 years    12.9% 

16‒20 years    22.6% 

21 years and over    41.9% 

Organisation Characteristics  
Firm Size (No. of Employees) Percent Sector Percent 

0‒250 21.1%  Public and not-for-profit 54% 

251‒1000 16.8%  Private 46% 

1001–5000 32.6%    

5001‒10000 12%    

>10000 18%    

Industry     Percent 

Agriculture, Forestry, and Fishing   
3% 

Manufacturing & Construction   
3% 

Resources and Utilities   
6% 

Distribution Services (incl. Media & Telecommunications)    
9% 

Financial and Insurance Services   
24% 

Social, Personal and Professional Services    
47% 

Others   
8% 
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